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JOB PROFILE TEMPLATE (All People Managers)
Amends specific to role to be added in highlighted areas

Cyber Operations and Reporting Analyst
  
Our vision is to create communities where everyone has a safe home in a place where they’re proud to live. We’re big and we’re local. Residents are at the heart of all we do and we use our size to influence positive change in the areas where we operate.
  
It’s also about living our values which are at the HEART of what we do. All colleagues are expected to demonstrate a commitment to our values through their behaviours, actions and words daily. As a valued member of the Southern Housing Team, you’ll embrace our Values to inspire others as well as yourself to be 

· Honest
· Efficient
· Accountable
· Respectful 
· Trusted

You’ll demonstrate our HEART values in your behaviours. You’ll:

· Be authentic, open and transparent in your actions and words
· Believe that by working together we accomplish more, and work hard every day to improve services, efficiency and value for money. 
· Take responsibility for delivering excellence and own your own actions.
· Embrace difference, and put our residents, colleagues and our partners are at the heart of all you do.
· Do what you say you will and be relied upon to keep your promises.
 
And, of course, always collaborating as One Team, showing commitment to our approach to Equality Diversity & Inclusion, Health & Safety, Compliance and Code of Conduct policies and practices within Southern Housing.

The role

Day to day you will be responsible for monitoring and reporting on all our security processes and agreed actions. To help the team prioritise activities and deliver security assurance.
You will provide support across the technology team as it is needed this may be to investigate security incidents, research new approaches ore gather information or system configuration activities.

The location

You will be required to be in our office in Farringdon at least twice a week


What you’ll be doing:
  
· Compile and deliver all information security reporting, including regular assurance reports, ad hoc reports, and requests for information from across the business
· Provide regular updates on the status of the information security programme to enterprise risk teams, senior leaders, and the board, supporting strategic risk management and business outcomes
· Monitor delivery of security audit and external assessment actions
· Monitor organisational compliance with information security governance procedures
· Develop and maintain new and existing source data systems and data stores
· Follow organisational change and release processes, ensuring appropriate quality control and assurance are in place
· Undertake regular security monitoring to support a robust security response
· Monitor and maintain systems to ensure availability, performance, integrity, stability, and recoverability, creating new routines where appropriate
· Complete and maintain all relevant technical and procedural documentation to support efficient service delivery
· Capture actions from meetings and track delivery
· Work with IT colleagues to automate processes wherever possible
· Understand and follow IT team processes, including incident, problem, request, and change management
· Ensure formal operating policies, procedures, and documentation, including full systems and network configurations, are in place and kept up to date
· Research emerging security threats and develop solutions in line with industry trends and advancements
· Review and update supplier questionnaires


What you’ll need:

· Experience in producing board level reports
· Experience of running meetings
· Experience of capturing audit actions and tracking using a project management tool
· Experience communicating the benefits of a positive cyber security posture
· Current knowledge of security threats, industry trends, and the vendor landscape
· Understanding of audit processes and security assessments
· Familiarity with current best practice in cyber security
· Understanding of security tooling, implementation approaches, and their business impact
· Broad knowledge of cyber security and service continuity standards and practices
· A strong interest in enabling the secure delivery of business objectives
· The ability to understand security in the context of business goals and outcomes
· Excellent critical thinking, problem-solving, and troubleshooting skills
· A proactive, solution-focused approach to achieving business outcomes
· Attention to detail and a logical, methodical way of working
· Ability to collaborate effectively across teams and the wider business
· A positive, can-do attitude and an understanding of security as an enabler of business objectives
· The ability to remain calm, composed, and effective in high-pressure situations
· Good interpersonal skills and the confidence to work with people at all levels of the organisation
· Self-motivation, a strong sense of urgency, and a high level of personal integrity
· A high level of personal integrity, with the ability to handle confidential matters professionally and exercise sound judgement and maturity
· Good judgement, a strong sense of urgency, and a demonstrated commitment to high standards of ethics, regulatory compliance, customer service, and business integrity
	Size and scope of role

	LT Directorate: 
	Director of Technology

	No. of Direct Reports:
	0

	Area of responsibility:
Whole organisation
Region
Service area only

	Cyber Security Reporting

	JP Last updated:
	May 2026
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