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Head of Cyber Security 
  
[bookmark: _Int_h19yI95k][bookmark: _Int_ZfT5Yf1C][bookmark: _Int_Lg6CcmR4]Our vision is to create communities where everyone has a safe home in a place where they’re proud to live. We’re big and we’re local. Residents are at the heart of all we and we use our size to influence positive change in the areas where we operate.
  
[bookmark: _Int_4GI6osnt][bookmark: _Int_3O0RTSPV][bookmark: _Int_gTfmUMoK]It’s also about living our values which are at the HEART of what we do. All colleagues are expected to demonstrate a commitment to our values through their behaviours, actions, and words on a daily basis. As a valued member of the Southern Housing Team, you’ll embrace our Values to inspire others as well as yourself to be 

· Honest
· Efficient
· Accountable
· Respectful 
· Trusted

[bookmark: _Int_ZK4PQmFx][bookmark: _Int_O5LPmPJa]You’ll demonstrate our HEART values in your behaviours. You’ll:

· Be authentic, open, and transparent in your actions and words
· Believe that by working together we accomplish more, and work hard every day to improve services, efficiency, and value for money. 
· Take responsibility for delivering excellence and own your own actions.
· Embrace difference, and put our residents, colleagues and our partners are at the heart of all you do.
· Do what you say you will and be relied upon to keep your promises.
 
 And, of course, show commitment to our approach to Equality Diversity & Inclusion, Health & Safety, Compliance and Code of Conduct policies and practices within Southern Housing.  

The role

The role has three core expectations: deliver effective day-to-day security across Southern Housing; lead and deliver the cyber security strategy; and provide clear assurance on the organisation’s security posture, compliance and key risks to the Director of Technology, Chief Financial Officer, Audit and Risk Committee and Board. The postholder will lead the Cyber Security team and ensure the organisation can meet its objectives securely.

The role ensures business stakeholders have confidence in Southern Housing’s security posture and that compliance with legislation, Cyber Essentials Plus and we move towards ISO 27001 alignment.

It also ensures emerging business and user needs are supported securely, with appropriate standards, controls and assurance in place.

The location

[bookmark: _Int_QByxY5iK]You’ll be based at one of our main offices in either Farringdon, or Sittingbourne, with the option for working in a hybrid way when appropriate and as agreed with your manager. 

[bookmark: _Int_7BlhTzxA]What you’ll be doing:

Deliver day-to-day security

· Ensure the smooth running of the Cyber Security team and be accountable for day-to-day delivery of the security function.
· Design, maintain and continually improve security controls across IT environments, systems, products and services, including operating policies, procedures, configuration records, user documentation, awareness materials and auditable evidence.
· Provide oversight of identity and access management controls, including privileged access, joiner-mover-leaver processes and periodic access reviews.
· Ensure all security incidents and events are investigated, contained and remediated, with an appropriate cyber response that protects corporate IT assets, intellectual property, regulated data and Southern Housing’s reputation.
· Monitor the external threat environment for emerging threats and advise relevant stakeholders on appropriate courses of action.
· Create and deliver an information security awareness programme, tailoring communications and campaigns for business units and integrated service groups.
· Work with technology and business continuity teams to support cyber resilience, recovery planning and lessons learned from incidents or exercises.
Deliver the cyber security strategy
· Lead the organisation’s cyber security strategy and protect Southern Housing assets from cyber threats.
· Lead the development of security architecture, policies, principles and standards, ensuring they support business objectives and align with zero trust principles and good practice.
· Embed security-by-design into technology change, projects, procurement and transformation activity, ensuring appropriate controls are applied proportionately.
· Develop and mature the cyber security operating model, ensuring the team, processes and tooling remain proportionate to organisational risk and future business needs.
· Simplify and standardise repeatable security processes, handing them over to the Service Desk or automation tooling where appropriate so the Cyber Security team can focus on higher-value risk, assurance and improvement activity.
· Work with commercial, procurement, vendor management and relevant business teams to ensure information security requirements are included in contracts and that supplier, vendor and other third-party risks are assessed, mitigated and monitored through a risk-based process.
· Manage the information security budget, monitoring spend, reporting discrepancies and supporting cost-effective delivery of the security function.
Provide assurance and governance
· Provide regular reporting, meaningful cyber security metrics and management information on the status of the information security programme, control effectiveness, key risks and remediation priorities, including reporting through the IT Security Forum and onward assurance to enterprise risk teams, senior business leaders, the Director of Technology, Chief Financial Officer, Audit and Risk Committee and Board.
· Monitor compliance with enterprise security policies, relevant legislation, Cyber Essentials Plus and progress towards ISO 27001 alignment.
· Provide authoritative advice and guidance on the application and operation of security controls, including legislative and regulatory requirements, drawing on specialist expertise where required.
· Lead the ongoing development and operation of the Information Security Management System, including management reviews, audit readiness, evidence management and continual improvement.
· Manage security investigations, compliance reviews, audit responses and improvement actions.
· Understand risk tolerance and risk exposure across the organisation and provide clear risk-mitigating direction for projects and services.
· Engage, lead and direct activity through resources in other teams where cyber security outcomes depend on shared ownership or dotted-line delivery.

[bookmark: _Int_3MY7YmMP]What you’ll need:

Experience 
· Demonstrated experience and success in senior leadership roles in risk management, information security, and IT or OT security
· Experience successfully executing  security programs that meet the objectives of excellence in a dynamic business environment
· Experience of responding to audits and implementing any identified improvements. 
· Experience to implementing organisation wide security initiatives
· Experience of leading and improving security strategy. 
· Experience of communicating the benefits of a positive cyber security posture.
· Professional experience in running the information security office analysing and applying information security risk, risk management, and privacy practices
Skills
· Knowledge and understanding of relevant legal and regulatory requirements.
· Knowledge of common information security management frameworks, such as ISO/IEC 27001, ITIL, COBIT, NIST 800-53 and the NIST Cybersecurity Framework.
· Familiarity with current best practice in information security.
· Understanding of security tooling implementation and its business impact.
· Sound knowledge of IT and information security infrastructure, including on-premise and cloud environments, virtualised environments and networking.
· Ability to understand security in the context of business objectives and relate business needs to proportionate security controls.
· Expertise in information policy formulation, information security management, business risk management, risk assessment methods and technologies.
· Working knowledge of IT financial management and IT audit.
· Knowledge of network infrastructure, including routers, switches, firewalls, and the associated network protocols and concepts.
· Ability to lead, motivate and influence individuals and teams, including colleagues working through shared-resource or dotted-line arrangements, and promote the importance of security awareness.
· Experience in juggling priorities using shared resources.
· Ability to influence at all levels.

Qualifications
· Security Certifications which may include 
· Certified Information Systems Security Professional (CISSP), Certified Information Security Manager (CISM), Certified Information Systems Auditor (CISA), Certified in Risk and Information Systems Control (CRISC) or other similar credentials.
Abilities:
· Ability to collaborate well across teams and wider business areas.
· Can-do attitude and sees security as an enabler of business objectives.
· Critical thinker with strong problem-solving and troubleshooting skills, able to find practical ways to achieve business outcomes while maintaining appropriate security standards.
· Excellent written and verbal communication skills, interpersonal and collaborative skills, and the ability to communicate information security and risk-related concepts to technical and non-technical audiences at all levels, from Board members to technical specialists.
· Excellent stakeholder management skills.
· Excellent analytical skills, with the ability to manage multiple projects under strict timelines, work well in a demanding and dynamic environment, and meet overall objectives.
· Ability to act calmly and competently in high-pressure situations.
· High degree of initiative, dependability and resilience to change, with the ability to work with little supervision.
· High level of personal integrity, sound judgment and maturity, including the ability to handle confidential matters professionally.
· Demonstrated commitment to high standards of ethics, regulatory compliance, customer service and business integrity.
· Self-motivated, with a strong sense of urgency and personal accountability.



 
Out of hours working 
The nature of the cyber security role may require limited out-of-hours work during evenings and weekends, including incident response, assurance activity, resilience exercises or planned work across Southern Housing sites. Delivery of these exceptions will be in line with Southern Housing people policies. Where the business requires an employee to work more hours than normal, they can either take the equivalent time off (TOIL) or overtime pay.

	LT Directorate:
	Technology 

	No of Direct Reports:
	3

	Location/ Regions covered by this role:
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Southern Housing Limited a charitable housing association and registered society No. .
Southern Home Ownership Limited a registered society No. 18521R.
Southern Space Limited company registration No. 5437850.
Southern Development Services Limited company registration No. 5400187.
All registered in England with registered office at Fleet House, 59-61 Clerkenwell Road, London ECIM 5LA.




